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Friday  August 14, 2009, 19:30

Providers initiate action against botnets

The Hague - Fourteen Dutch internet providers take a joint initiative in 

their fight against botnets. Collectively they have drafted a covenant, 

stating they will share knowledge and information on this form of 

cybercrime. The cooperation in its intention should lead to quick response 

and measures against botnets. This was announced by the providers on 

Friday.
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Information exchange between public and private bodies

• Type of information that can be shared

– Socially relevant information; i.e. threats, virus alerts (CERT)

• Process of the information exchange between public and private bodies

– ISP’s use process of the trusted complainer (mutual trust model for abuse 
reporting). 

• peer-to-peer feedback loops between abuse departments of ISP’s (ARF) 
which give indication of spam (based on “this is spam indication”) 

• ISP’s aim to fight SPAM as direct possible (indication for thrust)

– Public authority will issue a formal request, based on an assessment of 
complaints received

• Information exchange is casus driven

• Role and influence of legislation 

– International harmonization of measures against SPAM  

– Effective enforcement  


