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Information Security Risk
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“The potential that a given threat will exploit vulnerabilities 

of an asset or group of assets and thereby cause harm 

to the organization.”

Threat: “a potential cause of an unwanted incident, which 

may result in harm to a system or organization.” 

Vulnerability: “a weakness of an asset or group of assets 

that can be exploited by one or more threats.” 

Asset: “anything of value to an organization”.

All definitions from ISO 27002: 2005
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Host Vulnerability 

Management

Network

Vulnerability 

Management

Host Intrusion 

Detection

Network Intrusion 

Detection

AntiVirus & Content

Web & Gateway Security

Perimeter Protection – Firewall,

VPN, Encryption etc.

Barriers seem to be the answer

Encrypted Data Access & Authorization
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But they don’t always work!
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Users are the online security risk

Median Number of Hours Online per Month
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Malware threats continue to increase

Growth indicates customised production of new types of 
specialised items, for example to enable phishing.
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Data Losses by Sector
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Identity Theft by Sector
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Causes of Data Loss
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Causes of Identity Loss
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ENISA Risk Management Website



ENISA Risk Management Methods



ENISA Risk Management
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ENISA Risk Management for SMEs



How much security does an SME need?

Basic Risk Management

A. Business

Strategy

B. Risk 

Assessment

C. Risk 

Treatment

D. Risk 

Acceptance
E. Risk 

Reporting

F. Risk 

Monitoring

An 

Iterative Process



System consists of 15 Processes

• Stage A: Business strategy:

– P.1 Definition of external 

environment

– P.2 Definition of internal 

environment

– P.3 Generation of risk management 

context

– P.4 Formulation of impact limit 

criteria

• Stage B: Risk assessment:

– P.5 Identification of risks

– P.6 Analysis of relevant risks

– P.7 Evaluation of risks

• Stage C: Risk treatment:

– P.8 Identification of options

– P.9 Development of action plan

– P.10 Approval of action plan

– P.11 Implementation of action plan

– P.12 Identification of residual risks

• Stage D: Risk acceptance:

– P.13 Risk acceptance

• Stage E: Risk reporting and 

monitoring:

– P.14 Risk monitoring and reporting

– P.15 Risk communication, 

awareness and consulting



Each Process has an Input and an 

Output

PROCESSINPUT OUTPUT

Example input

•Market information (market indicators, 

competitive information, etc.)

•Financial & political information

•Relevant legal and regulatory 

information

•Information about geographical, social 

and cultural conditions

•Information about external stakeholders 

(values and perception) (Note: partners, 

competitors, other dependencies) 

Example process

Definition of external environment

Example output

•All records of the external environment of the 

organization

•List of relevant obligatory laws and 

regulations (with respect to obligations)

•Various lists with applicable rules (social, 

cultural, values etc.)



Characterising the Methods

PROCESSINPUT OUTPUT

Input Score:

Score 0: not mentioned

Score 1: external reference only

Score 2: simple description only

Score 3: detailed instructions

Output Score:

Score 0: not mentioned

Score 1: external reference only

Score 2: simple description only

Score 3: detailed instructions

Process Score =

Sum of Input Score +

Output Score



25

ENISA Risk Profiler



How much security does an SME need?

Assessing Exposure to Threats and 

Vulnerabilities

• Business exposure:

– Size and complexity of the business

– Attitude to change.

• Exposure to problems:

– Likelihood of technical problems

– Likelihood of problems caused by people

– Likelihood that people have the knowledge & means to cause 
problems.

• Use of IT:

– Complexity of IT systems

– Importance of Internet to the business

– Partner access to your network

– Home and remote access to your network.



How much security does an SME need?

Assessing Potential Impact

• Importance of legal and regulatory requirements to your 
business.

• Value of information to your business:

– Loss of availability

– Loss of integrity

– Loss of confidentiality.

• Value of IT systems to your business:

– Importance in enabling you to achieve objectives

– Importance of your systems to your business partners.



Which method do you need?
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How much security does an SME need?

Example Approach (Level 2 )

• General Information:

– Basic understanding of risks and some investment in resources.

• Degree of Action:

– Basic concern with a few processes, focusing on risk treatment.

• Requirements:

– Understanding information assets.

– Understanding stakeholders and organization.

– Understanding risk acceptability and strategy for managing this.

– Identifying business strategies relevant to risk management.

– Understanding basic threats and impacts and having a simple plan to 
deal with these.



How much security does an SME need?

Example Recommendations (Level 2)

• Use basic guides to good practice and keep simple 
checklists.

• Coordinate and cost the actions to be taken.

• Prioritize actions to be taken.

• Assign responsibility for carrying out actions.

• Produce basic reports about the actions carried out.



Thank You!

Jeremy Ward  

Jeremy.ward@execia.com

+44 7768 287 026


