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Stage setting 

 The accelerated mutation of telcos from HW-based 
to SW-based 

 The global interconnection and interdependence of 
critical information infrastructures 

 The dawn of advanced persistent threats and target 
attacks for disruption, fraud and/or information 
collection 
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The phenomenal evolution of 
telcos from Comms to Comp 

 to become distributed computer systems where the 
old core function (voice and data commuting) 
becomes embedded in a whole which is greater 
than the sum of the parts 

 “We (AT&T) are a software company.”     [Andre Fuetsch, 

Senior VP of Architecture and Design at AT&T] 

 Internet/Cloud complex, Software-Defined Networking, 
Network Function Virtualisation 

 using the right models is crucial for the stability 
and resilience of operation 
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Computing and communications are 

becoming pervasive commodities 

ISP 

ISP 

“buying computing and communications as buying electricity” 

CLOUD 

COMPUTING AND 

COMMUNICATIONS  



Is the world becoming net-centric? 
Let’s dare a vision of the near future 
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An example of interdependence:  
the power grid vs. the telecom network 

 

 energy at the root of 
the infrastructures 
dependency 
hierarchy? 

 

 not any longer... 
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The era of DDoS Attacks 
 



(Source: Adapted from Lipson, H. F., Tracking and Tracing Cyber-Attacks: Technical Challenges and Global Policy Issues, Special Report 

CMS/SEI-2002-SR-009, November 2002. (CERT) 
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Bullet-proof Networks 
RBN – Russian Business Network 
 RBN: core of RBN used to offer 

Hosting for cybercrime 
(Nevacon and Akimon) 

 Hosting: used to host most of 
RBN public websites, register 
RBN domain names 

 Telecom: aims at providing 
the Internet access for RBN 
(SBTel - Silvernet -SPBIX). 

 Services: external services 
used by RBN and affiliates. 
(ex. MX relay or NS hosting) 

 

David Bizeul, RBN Study, 2008 



 



The road to 
resilience 
 



Understanding risk 
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Assessing risk 
Risk analysis objectives 

 Identifying and evaluating the main risks, of different natures, 
impending over national Telco/Internet/Cloud complex 
infrastructures 

 In more detail: 

analysing the level of threat, considering reference scenarios; 

identifying the degree of vulnerability of critical elements 

evaluating the risk on critical elements 

aggregating results: elements -> OPS -> national 

evaluating the maturity of the systems 

presenting recommendations for risk mitigation and maturity 
enhancement 



                

  RISK MAGNITUDE DEFINITION TABLE (as f(Impact, Probability)) 
    
  

Impact 

VERY HIGH MODERATE HIGH VERY HIGH VERY HIGH   
  HIGH MODERATE HIGH HIGH HIGH   
  MODERATE LOW MODERATE MODERATE MODERATE   
  LOW LOW LOW LOW LOW   
  0,6667   LOW MODERATE HIGH VERY HIGH   
  0,3333 Probability (Level of threat x degree of vulnerability)   
    
                

Assessing risk 
Metrics – Risk Analysis matrix 
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Computed for every 
critical element and OSP 



Assessing risk 
Example diagnosis – Risk of a national system 
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 Example diagnosis and distribution of risk levels for a national 
system in a reference scenario 
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Assessing risk 
Example diagnosis – Risk of a national system 

 Example diagnosis and distribution of risk levels for a national system in 
multiple scenarios: reference, moderate, enhanced threats 
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Assessing risk 
Evaluating maturity of a national system 

 Example evaluation of maturity along several axes, from technical 
to organisational 
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Assessing risk 
Testing infrastructure resilience 

 Combined exercise in ciberdefense and cybersecurity, Portugal 
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Is resilience really necessary? 
 Adm. Michael Rogers, NSA Director 

and commander of US Cyber 
Command, said that the question 
"How, in the midst of degradation 
and penetration, can we still have  
confidence in the systems?" is 

better served by focusing on 
resilience rather than on 
prevention. 

 [Editor's Note]: This is the new 
theme for cybersecurity - the 

ability to continue fighting 
when you're hurt is the 

differentiator between a successful 
security organization and the one 
picking up the pieces after an 
incident and wondering what 
happened.  



But will really bad things happen 
to CII? 

 [several] countries have the 
capacity to shut down 
nation’s … critical 
infrastruct. through a cyber 
attack». [Adm. Michael Rogers, 

NSA Director and commander of US 
Cyber Command] 

 … a recent prediction by technology 
experts says that a catastrophic 
cyber-attack that causes significant 
losses in life and financial damage 
would occur by 2025.  

 "It is only a matter of the when, 
not the if, that we are going to 
see something traumatic." [Ibid.] 

 



Some conclusions 
 Threat and vulnerability landscape has dark clouds 

 Telcos are IT companies, it is not just comm’s, and the Telco/ 
Internet/Cloud complex is a most critical infrastructure 

 It is imperative for a nation to evaluate the criticality and risk 
those systems offer to the activity supported: regular audits, 
transparency, improvement 

 Regulations (EC) about IT, Telco and CI related hazards are in 
line with this status quo 

 IT/Telco and CII strategists must assess the respective level of 
trustworthiness and resilience, and improve it to target levels 

 First enhancement to maturity is knowing your weaknesses 

 For CIIs, “security” is not enough, you need “best security” and 
this implies companies as well as governments: best practices 
and technologies; best personnel to bring them into action 



 
Thank you! 

Paulo Esteves Veríssimo, @SnT, paulo.verissimo@uni.lu 
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